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CCS-UC-1: SIP Endpoint with Avaya
Aura 6.3

Introduction

This configuration guide describes the necessary procedure to configure a Crestron
Mercury™ device to register to the Avaya® Aura Communication Manager as a basic SIP
endpoint.

Audience

This document is intended for users attempting to configure and use the Crestron Mercury
devices as SIP Endpoints registering to the Avaya Aura Session Manager 6.3.

Topology

The network topology for the Crestron Mercury Endpoint to interop with the Avaya Aura 6.3
is as shown below.

Crestron Mercury: SIP Endpoint Integration with Avaya: Reference Network

Crestron Products configured as
PBX SIP Endpoints

Mercury

Jvaya Aura Communication Manager

Messaging

m Avaya G430 Media Gateway

Avaya Aura Session Manager sip
Phone

Avaya Aura System Manager

Avaya Aura Communication Manager
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The lab network consists of the following components:
e Avaya Aura Communication Manager
e Avaya Aura Session Manager
e Avaya Aura System Manager
e Avaya SIP phones
e Avaya G430 Media Gateway

e  Crestron Mercury device as the SIP Endpoints

Software Requirements
e Avaya Aura Communication Manager v 6.3
e Avaya Aura System Manager v 6.3
e Avaya Aura Session Manager v 6.3
e Avaya g430 Media Gateway v 36.18.30/1
e  Crestron Mercury devices v 1.3390.0034

Hardware Requirements

e Avaya components either in a virtual environment or separate hardware servers.
Avaya Aura Communication Manager

Avaya Aura Session Manager

Avaya G430 Media Gateway

Avaya Aura Session Manager

O O O O O

Avaya Aura Modular Messaging
e PSTN Gateway for PSTN Calling
e Avaya phones (2) in SIP mode

e  Crestron Mercury devices (2)

Product Description

The Crestron Mercury device is a complete solution for conference rooms. It acts an all-in-
one touch screen, speakerphone, and AirMedia® product for conference rooms that
integrates microphones and speakers into the user interface at the table.

Crestron Toolbox™ software is used to discover and control all Crestron devices on the
network.

The Crestron Mercury web interface is used to control all Crestron Mercury devices on the
network.

Summary

The Crestron Mercury devices, in secure mode, are configured on the Avaya Aura as SIP
endpoints. The devices successfully register to the Avaya Aura Session Manager with digest
authentication.
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Features Supported

Registration with Digest Authentication

Basic Calls with G729, G722, G711u, and G711a codecs
Caller ID (limited to only calling number)

DTMF support

Early media support

Retrieval of a parked call

Transferee in a call transfer

Conference participant

Member of hunt group

Voice mail access and interaction

Features Not Supported

Caller ID presentation in the form of name and number
Call hold and resume

Call forwarding on the device (forwarding can be configured on the PBX for the DN
assigned to the endpoint)

Call waiting

Conference

Attended call transfer

Early attended call transfer

Blind call transfer

Shared line (configuration of shared line on device)
Call park (initiating call park)

Message waiting indicator

Known Issues and Limitations

The device fails to maintain an active call during a PBX network outage. As soon as
the Crestron Mercury device loses connectivity with the PBX, it drops the currently
active call. This issue is tracked via Crestron’s Bugzilla™ software Defect: 128016.

When the device’s power is cycled during a call and the device recovers and
reregisters to the Avaya PBX, incoming calls to the device fail until the other party in
the previously active call disconnects.

When a device is in an active call and there is a network outage on the PBX, only
outbound calls can be made from the device once the PBX recovers and the device
reregisters. The device is unable to receive calls until the Avaya Communication
Manager updates the status of the device extension from “active” to “idle.” Any call
to the device receives a busy treatment as long as the status of the device
extension on the Avaya CM is “active.”
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¢ A call made by the device to certain models of Avaya phones puts those phones in
an auto-answer mode. One such model is the Avaya 9640G.

e Caller ID is not supported on the device. Currently only the calling party number is
displayed as the caller ID. This issue is tracked via Crestron’s Bugzilla software
Defect: 119006.

o When a call is rejected on the Avaya Aura 6.3, the calling party receives a delayed
response to the 603 Decline SIP message. Therefore, if the device places a call that
is rejected by the called party, the user receives an appropriate error treatment in
the form of a reorder tone, but after a delay.

e The active call timer on the device unit does not reflect the correct call duration. The
active call duration includes the time for which the unit was being alerted also. This
issue is tracked via Crestron’s Bugzilla software Defect: 124001.

o The first ringback heard on the device is stuttered. It resembles a mix of local and
remote ringback. This issue is tracked via Crestron’s Bugzilla software Defect:
122421,

o On the device’s web user interface, there is currently no notification provided to the
user when certain configurations are missing. This issue is tracked via Crestron’s
Bugzilla software Defect: 125193.

e On the device’s web user interface, a configuration of DHCP OFF on the Network
configuration page mandates configuration of both adapters. The user is unable to
save changes unless both adapters are configured and is notified of an invalid IP
against the default of 0.0.0.0 for an unused adapter. This issue is tracked via
Crestron’s Bugzilla software Defect: 126236.

e On the Crestron Mercury device, for certain called numbers that cannot be reached
or are invalid, the user hears only a reorder tone and does not have the option to
disconnect the call except by pressing the call button again. This issue is tracked
via Crestron’s Bugzilla software Defect: 122633.

Crestron Mercury Configuration

Setup

The LAN port of the Crestron Mercury device needs to be connected to one PoE+ port to
power it up for network connectivity with the Avaya Aura. The PoE switch that is used
should have the LLDP functionality enabled for the device to power up and be completely
functional. By default the “poeplus” configuration is set to Off on the device.

Configure the device
To configure the device, follow this procedure:

1. Access the web GUI for the device by using an http session with the device’s IP
address. The device IP address used in this test was 10.70.4.50.
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Crestron Mercury: Login to Web GUI

Device Administration

Download AirMedia Utility Software

Client for Mac

Client for Windows

2. Click Sign In and log in to the device. For information on device administration,
refer to the CCS-UC-1 Supplemental Guide (Doc. 7844) at
Wwww.crestron.com/manuals.

The Status screen that appears displays basic information on the device.

Crestron Mercury: Status

W HOMIINPUT
W HOMICUTPUT

L] 3 Main Firmware Versian

Default Gateway

DNSServers 192 168.200.133

DNS Servers

DHCP Enabled

Static Address: Address 000,
Statlc Addross : Subnat Mask

Static Default Gateway

Address : 1P Address el 310 76 folin 54cF
Address : Subnet Prafix Length 64

Link Status  trus

The device can be configured from the Network page.

3. On the web GUI, navigate to Network.
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Crestron: Mercury Configuration.: Network Screen
T CRESTRON @

B STATUS ~ Network Setting 2 [=En
B HDMIINPUT

B HDMI OUTPUT HostName | MERCURY-00107F0522

B DEVICE
v B AVF
B AIRMEDIA

Domain Name lab.tekvizion.com

Adapter 1

DHCP Enabled '8 off| (DHCP settings will apply to all

adapters)

IP Address | 10.70.4.50

Subnet Mask | 2552552550

Default Gateway — 10.704.1

DNSServer1 = 105413

DNSServer2 = 105413

4. Enter the following parameters to configure the Crestron Mercury device.

¢ Domain Name: lab.tekvizion.com, used in this example (mostly auto-detected
by device when in DHCP mode).

o DHCP: Choose either of the following:

o Obtain an IP address automatically.

0 Use the following IP address.

For the test, a static IP was configured.
= |P address: 70.70.4.50 was used in this example.
= Subnet Mask: 255.255.255.0 was used in this example.
= Default Gateway: 70.70.4.7 was used in this example.
= DNS Servers: 70.64.1.3 was used in this example.

5. Click Save Changes.
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Configure SIP Parameters
To configure the SIP parameters, follow this procedure:
1. On the web GUI, navigate to Device > SIP Calling.

Crestron: Mercury: Device Configuration: TLS SIP Paramefters
T CRESTRON @

B STATUS ~[SIP Calling DRI &) Save Changes

B HDMIINPUT

B HDMI OUTPUT EnablesiP o)

B NETWORK

Transport Type = UDP -

» B AVF
B AIRMEDIA

Server |P Address 10.70.4.7

Port = 5060

Server Username | 2101

Server Password sses

Server Realm

Local Extension =~ 2101

Proxy Server | NONE

| SIP Server Status  Online |

Enable the check box for Enable SIP.

Configure the Server IP Address: Enter the IP address of the Avaya Aura Session
Manager node: 70.70.4.7 was used in this example.

4. Configure the Port: 5060 was used in this example.

5. Configure the Server Username: Enter the end user configured on Avaya Aura
Communication Manager for this device. 2707 was used in this example (the other
end user configured was 26217).

6. Configure the Server Password: Enter the password as configured on Avaya Aura
Communication Manager for this end user.

7. Configure the Local Extension: Enter the directory number that was configured for
this device on Avaya Aura Communication Manager. 2707 was used in this
example (the other extension configured for the second Crestron Mercury device
was 26217).

8. Leave all other fields at their default values.
9. Click Save Changes.

Once the device successfully registers with the Avaya Aura Session Manager, the SIP
Server Status updates its status to show Online.

Configuration Guide — DOC. 7881A CCS-UC-1: SIP Endpoint with Avaya Aura 6.3 e 7



Avaya Aura Communication Manager Configuration

This section describes the Avaya Aura Communication Manager (Avaya CM) configuration
necessary to support the registration of the devices using digest authentication and
connectivity to PSTN.

NOTE: It is assumed that the general installation and basic Avaya Aura configuration have
already been administered.

Node Names

Configure the node IP for Avaya Aura Session Manager and Avaya CM.

Use the change node-names ip command to add the node name. In this example, procr
and AASM were added with their respective IPs.

o AASM is an Avaya Aura Session Manager used in this example and is used to
register the SIP phones and third-party SIP devices.

e procr is used to register the SIP trunk.

Avaya Aura CM: Node Configuration

change node-names ip Page 1 of 2
HAMES

Fl=Cancel FZ=Refresh F3=5ubmit F4=Clr Fld F5=Help F&=Update F7=Nxt Pg F8=Prv Pg

Codecs

Use the change ip-codec-set command to define a list of codecs to use for calls between
the PBX and PSTN.

For the test, ip-codec-set 1 was configured with the following codecs supported by
Crestron Mercury device: G.729, G.711MU, G.722, and G.711A.
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Avaya Aura CM: Codec Configuration

display ip—codec—set 1 Page 1 of 2

4:
.EI:

[y}

Network Region
Configure an IP Network region 1 using the change ip-network-region 1 command.
To configure an IP Network region, issue the above command and do the following:
e Set Authoritative Domain: /ab.tekvizion.com was used in this example.
e Set Name: provide any relevant name.
o Codec Set: 7, which is programmed in the previous step.
e Set Intra-region IP-IP Direct Audio: Yes
e Set Inter-region IP-IP Direct Audio: Yes

e Retain all other default configurations.
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Avaya Aura CM. Network Region Configuration

change ip—network-region 1 Page 1 of 20

HETWO

Signaling Group
For this test, two signaling groups are configured:
o signaling-group 2 for SIP Trunk to PSTN gateway for PSTN calls

o signaling-group 3 for the SIP devices: Avaya SIP Phones and Crestron Mercury
devices

Using the command add signaling-group 2, add and configure the Signaling Group 2 as
follows:

e Group Number: 2 was used in this example.

e Group Type: sip was used in this example.

e Transport Method: tcp was used in this example.

e Near-end Node Name: procr was used in this example.

e Near-end Listen Port: 5060 was used in this example.

o Far-end Node Name: AASM was used in this example.

o Far-end Listen Port: 5060 was used in this example.

o Far-end Network Region: 7 was used in this example.

e Far-end Domain: /ab.tekvizion.com was used in this example.
o DTMF over IP: rtp-payload was used in this example.

e Direct IP-IP Audio Connections? y was used in this example.
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Avaya Aura CM: Signaling Group Configuration: For PSTN Calls

display signaling-group 2 Page 1 of 2

Far—-end Domain:

Fl=Cancel FZ=Refresh F3=5Submit F4=Clr Fld FS=Help F&=Update FT7=Nxt Pg FE8=Prv Pg

Using the command aad signaling-group 3, add and configure the Signaling Group 3 as
follows:

e Group Number: 3 was used in this example.

e Group Type: sip was used in this example.

e Transport Method: tcp was used in this example.

e Near-end Node Name: procr was used in this example.

e Near-end Listen Port: 5060 was used in this example.

o Far-end Node Name: AASM was used in this example.

e Far-end Listen Port: 5062 was used in this example.

e Far-end Network Region: 7 was used in this example.

e Far-end Domain: /ab.tekvizion.com was used in this example.
o DTMF over IP: rtp-payload was used in this example.

e Direct IP-IP Audio Connections? y was used in this example.
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Avaya Aura CM: Signaling Group Configuration: For the SIP Devices

di=splay =signaling-group 3 Page 1 of 2

Fl=Cancel F2=Refresh F3=5ubmit F4=Clr Fld F5=Help Fe=Update FT7=Nxt Pg F8=Prv Pg

Trunk Groups
Similar to the signaling groups, two trunk groups were configured for this test:

¢ Trunk Group 2, which utilized a public numbering plan to place PSTN calls via a
PSTN GW

e Trunk Group 3, which utilized a private numbering plan to access the stations
registered to the Avaya Session Manager

Use the add trunk-group n command to add a new trunk group where n is the trunk group
number.

Configure Trunk Group 2:
e  Group Number: 2 was used in this example.
e Group Name: Trunk to PSTN was used in this example.
e  Group Type: sip was used in this example.
e TAC: #002 was used in this example.
¢ Signaling Group: 2 was used in this example.
e Number of Members: 6 was used in this example.
¢ Preferred Minimum Session Refresh Interval (sec): 900
¢ Numbering Format: public

e Send Diversion Header?: y was used in this example.
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o Telephone Event Payload Type: 707 was used in this example.
e Identity for Calling Party Display: From was used in this example.
Avaya Aura CM: Trunk Group Configuration to PSTN (1/4)

Avaya Aura CM: Trunk Group Configuration for PSTN (2/4)

2 of 21

di=splay trunk—-group 2 Page

IM Failure: 5000
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Avaya Aura CM: Trunk Group Configuration for PSTN (3/4)

Avaya Aura CM: Trunk Group Configuration for PSTN (4/4)

display trunk—-group 2 Page 4 of 21

Configure Trunk Group 3:
e Group Number: 3 was used in this example.
o Group Name: SIP PHONE was used in this example.
e Group Type: sip was used in this example.

e Service Type: tie was used in this example.
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e TAQC: #003 was used in this example.

¢ Signaling Group: 3 was used in this example.

¢ Number of Members: 70 was used in this test

e Preferred Minimum Session Refresh Interval (sec): 900
e Numbering Format: private

Avaya Aura CM: Trunk Configuration to Session Manager (1/4)

display trunk-group 3 Page 1 of 21

2 of 21

display trunk-group 3 Page

Preferred Minimum
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Avaya Aura CM: Trunk Configuration to Session Manager (3/4)

3 of 21

display trunk-group 3 Page

Avaya Aura CM: Trunk Configuration to Session Manager (4/4)

di=splay trunk—-group 3 Page 4 of 21

Route Pattern
Two route patterns were configured for this test:
e Route pattern 2 for the SIP trunk to PSTN

e Route pattern 3 for the SIP devices/phones
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Use change route-pattern x command to specify the routing preference.

Configure Route Pattern 2:

Pattern Name: SIP TRUNK was used in this example.
Grp No: 2 was used in this example.
FRL: O is given as it has the least restriction.

Numbering Format: unk-unk (Avaya uses unknown-unknown to address
international numbers).

Retain all other default configurations.

Avaya Aura CM: Route Pattern 2 Configuration

[ Y S U T
T T

()]
an

4:
5

()]
.

Fl=Cancel FZ2=Refresh F3=5Submit F4=Clr Fld FS=Help F&=Update F7=Hxt Pg F8=Prv Pg

Configure Route Pattern 3:

Pattern Name: SIP Phone was used in this example.
Grp No: 3 was used in this example.
FRL: O is given as it has the least restriction.

Retain all other default configurations.
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Avaya Aura CM: Route Pattern 3 Configuration

display route—-pattern
Patter

» FRL{ HPL Pfx
Mrk L

Fl=Cancel FZ=Refresh F3=5Submit F4=Clr Fld FS=Help F&=Opdate F7=Hxt Pg FE8=Prv Pg

Inbound Routing

DID numbers received from PSTN are mapped to extensions using the incoming call
handling treatment of the receiving trunk group. Use the change inc-call-handling-trmt
command to create an entry for each DID number.

For the test a DID starting with 972265727x was used. The inc-call-handling-trmt on the
trunk-group 2 (used to route the internal calls from PSTN) was configured to delete the first
10 digits and insert the 4 digit extensions.

Avaya Aura CM: Inbound Routing Configuration

change inc-call-handling-trmt trunk-group 2 Page 1 of 30
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Outbound Routing

Automatic Route Selection (ARS)

The Automatic Route Selection (ARS) feature is used to route outbound calls via the SIP
trunk to the PSTN. In the sample configuration, the single digit 9 is used as the ARS access
code. PBX users dial 9 to initiate a call to PSTN. This common configuration is illustrated
below with little elaboration.

Use the change dialplan analysis command to define a dialed string beginning with the
following parameters:

o 2 of length 4 to dial extensions (ext)
e 9 oflength 7 as a feature access code (fac)
e *oflength 7 as a feature access code (fac)

Avaya Aura CM: Outbound Routing Configuration: Dial Plan Analysis Table

change dialplan analy=sis Page 1 of 12

9
"
¥

The following feature access codes were configured for this test:
e Call Park Access Code: *30 was used in this example.

e Answer Back Access Code: *37 was used in this example to retrieve a parked
call.

e Auto Route Selection (ARS): 9 was used in this example.
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Avaya Aura CM: Outbound Routing Configuration: Feature Access Codes

display feature-—-access-—codes Page 1 of 10

Fl=Cancel FZ2=Refresh F3=Submit F4=Clr Fld F5=Help F6=Update FT7=Nxt Pg F8=Prv Pg

Use the change ars analysis command to configure the routing of dialed digits following
the first digit 9.

For this example, the following entries were configured:

214, 214242, and 972: to accommodate the lab and generic PSTN test numbers
used during the test

1800, 186,187, and 188: to accommodate all 18xx numbers
121: to accommodate calling the lab PSTN prefixed by a 1
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Avaya Aura CM: Outbound Routing Configuration.: Auto Route Selection (1/3)

Total Eoute Call
Min Max Pattern Type

iU iU “

display ars analy=sis 18

X

ARL

Min Max Pattern
11 11 deny

|l B o el e e
[ ) e O e e e
I VT o Y - L % B ]

]
1

w o)l o o
[SINT+] G-
m
1

= =
B B3 B3 ORI

=N
m
1
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Avaya Aura CM: Outbound Routing Configuration.: Auto Route Selection (3/3)

display ars analysi=s 12 Page 1 of 2

R ——

________

______

Auto Alternative Routing

Use the change aar analysis n command where n is the first digit of the extension numbers
used for SIP stations in the system.

The following entries were configured for this test:

e Dialed Number: 2, utilizing route pattern 3 for Avaya SIP phones and Crestron
Mercury SIP devices

o Dialed Number: 23017, utilizing route pattern 3 to access voice mail
o Dialed number: 9, utilizing route pattern 2 for PSTN numbers

Avaya Aura CM: AAR Digit Analysis Table Configuration

display aar analysi=s 1 Page 1 of 2

4

[y}

-]

[Tegl=:]

Hunt Group
One hunt group was configured for this test:
Extension 2700 was used in this example for the Hunt Group feature.

Use the add hunt-group n command to add a new hunt group where n is the available
hunt group number.

Configure the Hunt Group:

e Group Number: 2 was used in this example.
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e Group Name: AvayaHG was used in this example.
e Group Extension: 2700 was used in this example.

o Group Type: circ was used in this example to enable sequential ringing on the
hunt-group members.

o Coverage Path: 2 was used in this example, which includes hunt-group members
that will be alerted sequentially.

Avaya Aura CM: Hunt Group Configuration

Page 1 of &0

di=splay hunt-group 2

Use the add coverage path n command (where n is the available coverage path number) to
add the coverage path that includes members of the hunt group.

Coverage path 2 was used in this example. This is invoked by Hunt Group 2.
The following coverage points were configured:

e Point1: 2627, Rng: 2 is used in this example.

e Point2: 2705, Rng: 2 is used in this example.

e Point3: 2707, Rng: 2 is used in this example.
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Avaya Aura CM: Hunt Group Coverage Path Configuration

display coverage path 2
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Avaya Aura Session Manager Configuration

1. Access Avaya Aura System Manager Web login screen via https://<IP
Address/FQDN>. IP address 70.70.4.3 was used in this example.

2. Log in with the User Id as admin and associated password, and then click Log on.

Avaya Aura SM: Login Screen

@ B | hitps:/[10.7043) network-login

Aura System Manager 6.3

*8 ¥ A& O

Recommended access to System Manager is via FQDN.

Go to central login for Single Sign-On

If IP address access is your only option, then note
that authentication will fail in the following cases:

* First time login with "admin” account
* Expired/Reset passwords

Use the "Change Password"” hyperlink on this page to
change the password manually, and then login.

Also note that single sign-on between servers in the
same security domain is not supported when
accessing via IP address.

User 1D:  |admin|

Password: essssssse

05upported Browsers: Internet Explorer 8.x, 9.x or 10.x or Firefox 26.0,

27.0 and 28.0.

Cancel

Change Password

Avaya Aura SM: Navigation Menu

Administrators

Directory Synchronization
Groups & Roles

User Management

User Provisioning Rule

Communication Manager
Communication Server 1000
Conferencing

Engagement Development
Platform

IP Office

Media Server
Meeting Exchange
Messaging
Presence

Session Manager

Work Assignment

Backup and Restore

Bulk Import and Export

Configurations

Events

Geographic Redundancy
Inventory

Licenses

Replication

Reports

Scheduler

Security

Shutdown

Solution Deployment Manager

Templates

Domain

Create a SIP domain for each domain that Session Manager will need to be aware of, in
order to route calls.To configure a domain, perform the following procedure:

1. Navigate to: Home > Routing > Domains.
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4.

Click New.

Enter the following information:

o Name: Enter the domain name: lab.tekvizion.com is used in this example.
o Type: Select sip from the pull-down menu.

o Notes: Add a brief description (optional).

Click Commit to save.

Avaya Aura SM: Domain Configuration

Aura  System Manager 6.3

Home | [Routing] *

¥ Routing

Domains

Adaptations
SIP Entities
Entity Links
Time Ranges
Routing Policies

Dial Patterns

4+« Home / Elements / Routing / Domains [+]

ast Logaed on at May 26, 2017 3:34 PM

Log off

Help 7
Domain Management
New| Edit Delete Duplicate Maore Actions =
1Item o Filter: Enable
Name Type Notes
lab.tekvizion.com sip AAE.3|

Select : All, None

Regular Expressions

Location

Locations can be used to identify logical and/or physical locations where SIP Entities reside
for the purposes of bandwidth management and call admission control.

To add a location, perform the following procedure:

1.

Navigate to Routing > Locations.
Click New.
In the General section, enter the following values:

o Name: Enter a descriptive name for the location: Plano was used in this
example.

o Notes: Add a brief description (optional).
Retain all other default configurations.
Click CGommit to save.

Under Location Pattern, Select Add to add IP Address Patterns for different
networks that are part of the topology:

e 10.64.0.0/16: tekVizion
e 10.70.4.0: Avaya 6.3
Retain all other default configurations.

Click Commit to save.
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Avaya Aura SM: Location Configuration

Home Routing x

Home [ Elements / Routing / Locations [+]

Location Details| Cancel

Y

Locations

Adaptations
General

* Name: |Plar|0| |

Entity Links

Notes: |Plar|0 |

Time Ranges

Routing Policies

Dial Patterns Dial Plan Transparency in Survivable Mode

Regular Expressions Enabled: []

Defaults

Listed Directory Number:

* Associated CM SIP Entjbe

Trigger: Minutes

Location Pattern
Remove

4 Items Y Filter: Enable

O | IP Address Pattern a | Notes
D *®
|:| *

|
|
O *[10.70.4.0/24 | aas3 |
|

0 *|10.89.17.0/24 | ma7o

Select : All, None

Commit| Cancel
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SIP Entity and Entity links

A SIP Entity must be added for each network element that is part of the topology and that
will participate in the test validation. This includes the Session Manager, Communication
Manager, Modular Messaging, and the PSTN gateway.

Avaya Aura SM: SIP Entity Configuration

Home *
m4 Home / Elements / Routing / SIP Entities [+]
SIP Entities
New| Edit Delete Duplicate |More Actions ~
8 Items Filter: Enable
(| ‘ Name FQDN or IP Address Type Motes
O |aacme 10.70.4.4 cM CM 6.3
[ |AACM Phone 10.70.4.4 M for SIP phone
[l AAMM 10.70.4.20 Modular Messaging Modular Messaging
0
m [ [ AASME 10.70.4.7 Session Manager Avaya Aura SM6.3
|
O [psTn GW 10.64.1.72 Other|
O
Select : all, None

Add SIP Entity for Session Manager

To add a SIP entity, perform the following procedure:

1.
2. Click on the New button.
Avaya Aura CM: SIP Entity for SM Configuration

Navigate to Routing > SIP Entities.

Home

[owtng] *

« Home [ Elements / Routing / SIP Entities

SIP Entity Details

Adaptations General

Help ?

Cancel

SIP Entities * Name:

Entity Links * FQDN or IP Address:

Time Ri
me Ranges Type:

Routing Policies
Notes:

Dial Patterns

Regular Expressions

Location:

AASME
10.70.4.7
Session Manager

Avaya Aura SM6.32

Plano v

Defaults

Outbound Proxy:
Time Zone:

Credential name:

SIP Link Monitoring
SIP Link Monitoring:

w

America/Chicago

Use Session Manager Configuration | v
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In the General section, enter the following values

Name: Enter a descriptive name: AASM6 was used for the Avaya SM in this
example.

FQDN or IP Address: Enter the FQDN or IP address of the SIP Entity interface
that is used for SIP signaling: 70.70.4.7 was used in this example.

Type: Enter Session Manager for Session Manager.

Location: Select one of the locations defined previously: Plano was used in this
example.

Time Zone: Select the time zone for the location above.

To define the ports used by Session Manager, scroll down to the Port section
of the SIP Entity Details screen.

In the Port section, click Add and enter the following values. Use default values
for all remaining fields:

o0 Port: Port number on which the CM will listen for SIP requests: 5060 was
used in this example.

o0 Protocol: Transport protocol to be used to send SIP requests: TCP was
used in this example.

Add SIP Entity for Communication Manager

Avaya Aura SM: SIP Entity for CM Configuration

Aura System Manager 6.3

»

Home

Adaptations
SIP Entities

Time Ranges

Routing Policies

Dial Patterns

Regular Expressions

4 Home [ Elements / Routing / SIP Entities [+]

SIP Entity Details Commit| Cancel

General

Help ?

* Name: AACMG
* FQDN or IP Address: 10.70.4.4
Type: |[CM

Notes: CM 6.2

Adaptation: v

Location: |Plano | v

Time Zone: | America/Chicago ~
* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: |none |+

To add a SIP entity for the Avaya CM, follow this procedure:
1. Add a SIP entity for the Avaya CM:

*Name: AACM6 was used in this example for an SIP entity of Avaya CM.
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e *FQDN or IP address: 70.70.4.4 was used in this example.
e Type: CM was used in this example.
e Notes: Add a description.

e Adaptation: None was used in this example.

e Location: Select one of the locations defined previously: Plano was used in
this example.

e Time Zone: Select the time zone for the location above.
2. Click Commit.

Add SIP Entity for Avaya Modular Messaging System

Avaya Aura SM: SIP Entity for Modular Messaging Configuration

Aura System Manager 6.3

Home Routing

« Home / Elements / Routing / SIP Entities

I SIP Entity Details
Adaptations General

SIP Entities * Name: &AMM

Entity Links * FQDN or IP Address: 10.70.4.20

Time Ranges

Type: | Modular Messaging
Routing Policies -
Notes: Modular Messaging
Dial Patterns

Regular Expressions Adaptation: =

Location: |Plano |v

Time Zone: | America/Chicago w
* SIP Timer B/F (in seconds): |4
Credential name:

Call Detail Recording: | none v

To add a SIP entity for the Avaya Modular Message System, follow this procedure:
1. Add a SIP entity for the Avaya Modular Messaging:

o *Name: AAMM was used in this example for an SIP entity of Avaya Modular
Messaging.

e *FQDN or IP address: 70.70.4.20 was used in this example.
o Type: Modular Messaging was used in this example.
¢ Notes: Add a description.

e Adaptation: None was used in this example.
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e Location: Select one of the locations defined previously. Plano was used in

this example.

e Time Zone: Select the time zone for the location above.

2. Click Commit.

Add Entity Links

To configure the SIP entity link for the SM, perform the following procedure:

1. Under Entity Links, click Add.

e SIP Entity 1: Select AASM6, which is configured in the previous step from the

drop-down menu.

e SIP Entity 2: Leave the default value AACMG.

e Protocol: TCP was used in this example.

e Ports: Set both Ports to 5060.

e Connection Policy: trusted was used in this example.

e Retain all other default configurations.

2. Click Gommit.
Avaya Aura CM: SIP Entity Link for SM Configuration

Entity Links
Remove
7 ltems &
0 |name SIP Entity 1 | Protocol |Port SIP Entity 2 Port c“::ﬁﬁ““
[0 *|aasme_aacme_soso_T| |aasms |w TCP [v|  * 5060 AACME v| *|s0s0 trusted v
[] *|aasme_ascM_phone_s(| |aasMs |w TCP [v|  *|s062 AACM_Phone [v| #5080 trusted v
O
O
[0 *|aasme_psTN Gw_5060| |AASME |w uok|w| *[s060 PSTN GW v| =[s080 trusted v
Select : All, None 4 4 Page

Filter: Enable

Deny New
Service

O
O

O

1 |of2 b b

To configure the entity link for the CM, perform the following procedure:

1. Under Entity Links, click Add.

e SIP Entity 1: Select AASM6, which is configured in the previous step from the

drop-down menu.

e SIP Entity 2: Leave the default value AACME.

e Protocol: TCP was used in this example.

e Ports: Set both Ports to 5060.

e Connection Policy: frusted was used in this example.

e Retain all other default configurations.
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2. Click Gommit.
Avaya Aura CM: SIP Entity Link for CM Configuration

Entity Links
Override Port & Transport with DNS SRV: [

Remove

1Item &2 Filter: Enable
[ | name SIP Entity 1 | Protocol | Port SIP Entity 2 Port Conaechion Deny New

Policy Service
[0 *[assme_aacwe sos0_T{ [aasme |v| [Tce[v]| *|sos0 RACME v| *[so0s0 trusted| |w O

Select : all, None

To configure the entity link for the Modular Messaging, perform the following procedure:
1. Under Entity Links, click Add.

SIP Entity 1: Select AASM6, which is configured in the previous step from the
drop-down menu.

Set SIP Entity 2: Leave the default Value AAMIM.
Set Protocol: TCP was used in this example.
Set Ports: Set both Ports to 5060.

Set Connection Policy: trusted was used in this example.

Retain all other default configurations.

2.

Click Commit.

Avaya Aura CM: SIP Entity Link for Modular Messaging Configuration

32 ¢ CCS-UC-1:

1Item & Filter: Enable
- Deny
D Name SIP Entity 1 Protocol | Port SIP Entity 2 nglr‘r?de Port co:’;ﬁ‘:‘:o" NE\_M'
Service
O = |aasv_samm | *[aasme  [v| [Tce|v| *[soso | *|aamm [v] O *[s060 | [trusted] [w] U
€ >
Select : All, None
Routing Policy

Routing Policies describe the conditions under which calls are routed to the SIP entities.
Three routing policies were added for this test: one for Communication Manager, one for
voice mail, and one to the PSTN GW.

Routing Policy to Communication Manager
To add a routing policy for Avaya CM, perform the following procedure:

1.
2. Click New.

Navigate to Routing > Routing Policies.
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3. Inthe General section, enter the following values:
e Name: fto_ AACM was used in this example.

e SIP Entity as Destination: Select the Avaya CM. AACM6 was used in this
example.

e Retain all other default configurations.
4. Add the following dial patterns that can be routed using this policy:
e For PSTN calling:
0 Select Pattern: 7
0 SelectMin: 71
0 Select Max: 77
e For calling the 10 digit DID of Avaya and Crestron Mercury devices:
0 Select Pattern: 9722657
0 Select Min: 70
0 Select Max: 36
5. Click Gommit.
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Avaya Aura SM: Routing Policy to Communication Manager Configuration

Aura System Manager 6.3

7 10:46 AM

Last Logged on at May

Home x|

el

¥ Routing

Locations

Adaptations

Entity Links

Time Ranges

Routing Policies

Dial Patterns

Home / Elements / Routing f Routing Policies

Routing Policy Details

General

Help ?

F Name:

[to_aacM|

Disabled:
* Retries:

MNotes:

|

o]
\

Regular Expressions

Defaults SIP Entity as Destination

[Select]]

Name Type Notes

CcM

| FQDN or IP Address

[aacmE 10.70.4.4] CM 6.3

Time of Day

|Remove| ‘V\'ewGapstverIaps|

1Item &
O

O ]
Select : All, None
&

D | Pattern

O

Filter: Enable

End Time Notes

Ranking A|Name |Mun |Tue ‘Wed |T||u

Fri |Sat ‘Sun |Start Time

24/7 00:00 23:59 Time Range 24/7

5 Items Filter: Enable

- |Min

SIP Domain Originating Location Notes

Max | Emergency Call

||:| i 11 11 0 -ALL- Plano PSTN Calling

O
O

||:| 9722657 10 36 lab.tekvizion.com Flano

Select : All, None

Regular Expressions

&

D | Pattern

0 Items Filter: Enable

Rank Order

| Deny ‘ Notes

Routing Policy to Avaya Modular Messaging

To add a routing policy for Avaya Modular Messaging, perform the following procedure:
1. Navigate to Routing > Routing Policies
2. Click on the New button
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3. Inthe General section, enter the following values:
o Name: AAMM is used in this example.

e SIP Entity as Destination: Select the Avaya MM: AAMM was used in this
example.

e Retain all other default configurations.
4. Add the dial pattern that can be routed using this policy for voice mail:
e Select Pattern: 2307
e Select Min: 4
e Select Max: 4
5. Click Gommit.
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Avaya Aura SM: Routing Policy to Avaya Modular Messaging Configuration

ystem Manager 6.3

Home Hﬁtmg‘ xl = -

4« Home [ Elements [/ Routing / Routing Policies [+]

Routing Policy Details

Locations

Adaptations
General

* Name: |to AAMM |

Entity Links
Disabled: []

* Retries: D

Dial Patterns Notes:

Time Ranges

Regular Expressions

SIP Entity as Destination

Name | FQDN or IP Address Type | Notes

Modular
Messaging

Modular Messaging

|AAMM 10.70.4.20

Time of Day
|Remove| ‘VI-EW Gaps,’OverIaps|

1Item & Filter: Enable

O |Ranking A|Name |Mon |Tue |Wed ‘Thu ‘Fri ‘Sat |Sun |StartTime |EndTime |Notes

Ob | 24/7

00:00 23:59 Time Range 24/7

Select : All, None

Dial Patterns
)
1Item & Filter: Enable
O

||:| 2301 4 a U lab.tekvizion.com Planu|

Originating Location Notes

Pattern - | Min ‘ Max |Emergem:y call SIP Domain

Select : all, None

Regular Fxpressions

0 Items & Filter: Enable
O

Pattern Rank Order Deny | Notes

Routing Policy to PSTN GW

To add a routing policy for the PSTN GW, follow this procedure:
1. Navigate to Routing > Routing Policies.
2. Click New.
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3. Inthe General section, enter the following values:
e Name: toPSTN is used in this example.

o SIP Entity as Destination: Select the PSTN GW: PSTN GW used in this
example.

e Retain all other default configurations.

4. Add the following Dial patterns that can be routed using this policy:

o 7

e 1800

o 1866

o 1877

o 188

o« 214

o 972352

NOTE: These are the starting digits of all PSTN numbers used in this example.

5. Click Commit.
Avaya Aura SM: Routing Policy to PSTN GW Configuration (1/2)

Aura System Manager 6.3

Home *
4 Home / Elements / Routing / Routing Policies [+]
| pomains | e
N Routing Policy Details Cancel
Adaptations
General
SIP Entities
— * Name: |toPSTN |
Entity Links
- Disabled: []
* H -
Routing Policies Retries: D
Dial Patterns Notes: |
Regular Expressions
Defaults SIP Entity as Destination
Name FQDN or IP Address | Type | Notes
[PsTN GW 10.64.1.72 Other]|
Time of Day
Add| |Remove| |View Gaps/Overlaps
1Item &2 Filter: Enable
[ |ranking = |Name Mon |Tue ‘Wed ‘Thu Fri Sat Sun |Start Time End Time |Notes
O o ] 2417 T 00:00 23:59  Time Range 24/7
Select : All, None
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Avaya Aura SM: Routing Policy to PSTN GW Configuration (2/2)

Dial Patterns

Add |Remove
8 Iltems o Filter: Enable
|:| Pattern £ ‘ Min |Max | Emergency Call SIP Domain Originating Location Notes
O 1 11 11 -ALL- Planc PSTN Calling
[] 1so00 11 36 -ALL- Plano
[] 1386 11 36 -ALL- Plano
] 1877 11 11 -ALL- Plano
[] 1sss 11 11 -ALL- Plano
O =214 10 10 lab.tekvizion.com Planc
[0 972352 & 36 lab.tekvizion.com Planc
O
Select : All, None
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Configure User for Each Device/Phone

A user was configured for each phone or Crestron device used in the example. To configure
a user for each device/phone, follow this process:

1. Navigate to Home > User Management > Manage Users.
2. Click Add New. The User Profile configuration window appears.

Avaya Aura CM: Phone Configuration (1/4)

ystem Manager

Home User Management x

¥ User Management 4+ Home [ Users / User Management / Manage Users [+]
Help ?
:

User Profile Edit: 2101@lab.tekvizion.com Commit & Continue| |Commit| |Cancel

Syst Prese S - -
- Communication Profile Membership Contacts
ACLs

Communication User Provisioning Rule

Profile Password User Provisioning Rule: )

Policy

Identity »

* Last Name: |[Mercuryl
Last Name (Latin Translation): Mercuryl

* First Name: (2101

First Name (Latin Translation): (2101

Middle Name:

Description:

Update Time : May 22, 2017 12:17:24 F

* Login Name: |2101@lab.tekvizion.com

* User Type: | Basic

Change Password

Source: local
Localized Display Name: |Mercuryl, 2101

Endpoint Display Name: Mercuryl, 2101

Title:
Language Preference: |English (United States) W
Time Zone: v
Employee ID:
Department:
Company:
Address »
Localized Names »
*Required Commit & Continue| Commit| Cancel
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3. Configure Last Name and First Name: Mercury? 27107 was used in this example.
4. Configure Login Name: 2707@lab.tekvizion.com was used in this example.
5. Select the Communication Profile tab.

Avaya Aura CM: Phone Configuration (2/4)

User Profile Edit: 2101 @lab.tekvizion.com Commit & Continue| | Commit|  Cancel

Identity * |Cmicaﬁm Proﬁle| Membership Contacts

Communication Profile «

|Communication Profile Password: """"""""""u| Edit

@ New [Elpone| | @cancel
Name
(@  Primary

Select : None

* Name: |Primary

Default :

[ Communication Address| =

[ | Type Handle Domain
[ |avaya sIP 2101 lab.tekvizien.cor

Select : All, None

6. Configure Communication Profile Password: Enter the desired password for the
SIP user to use for registration.

Confirm the password.

8. Scroll down to the Communication Address subsection, and click New to add a
new address.

e Type: Avaya SIP
¢ Handle and Domain Address: 2707@Iab.tekvizion.com
9. Check the Session Manager Profile check box and configure as follows:

e SIP registration: In Primary Session Manager: AASM6 was used in this
example.

e Application Sequences:
o Origination Sequence: AACM6 was used in this example.

o Termination Sequence: AACM6 was used in this example.
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Avaya Aura CM. Phone Configuration (5/4)

| Session Manager Profile| =

SIP Registration
* Primary Session Manager

AASMEB
Secondary Session Manager | (None)
Survivability Server | (None)
Max. Simultaneous Devices |1 | w
Block Mew Registration When 0
Maximum Registrations
Active?
Application Sequences
Origination Sequence | AACMG
Termination Seguence | AACMG
Call Routing Settings
* Home Location | Plano
Conference Factory Set (None)
Call History Settings
Enable Centralized Call [

History?

Primary | Secondary | Maximum

5] 4] 6

10. Check the CM Endpoint Profile check box and configure as follows:

e Configure System: AACM was used in this example.

e Configure Profile Type: Endpoint was used in this example.

e Configure Extension: 2707 was used in this example.

11. Click Commit.
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Avaya Aura CM: Phone Configuration (4/4)

CM Endpoint Profile] =

* System | AACM

* profile Type | Endpoint

Use Existing Endpoints O
* Extension Q2101| Endpoint Editor
Template |Select/Reset w

Set Type |96085IP
Security Code
Port ©.500000
Vioice Mail Number

Preferred Handle | (None) W
Enhanced Callr-Info display for 1-line phones

Delete Endpoint on Unassign of Endpoint
from User or on Delete User.

Override Endpoint Name and Localized Name
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Avaya Modular Messaging

This section describes the configuration related to enabling voice mail for the user.

Integration with the Avaya Aura System

It is assumed that the basic configuration and integration of the Messaging Application
Server with the Avaya Aura System is complete. The following screen shots outline the
important configurations with respect to this example:

Avaya Aura Moaular Messaging: PBX Configuration: Voice Mail Domnain: General Tab

‘}f Yoice Mail System Configuration - TEKAMMAS
File Edit Tools Help

ElﬁjI YWoice Mail Domains

=t
- Sites avayaCM PBX Configuration - ¥oice Mail Domain
----- (%2 Telephone User Interface
""" @' Auta Attendant | Transfer/Outcall | Tone Detectiu:unl SIP I
----- D CallMe
----- ¢y MotiFy Me
----- Message Waiting Indicakor P Name -I
[;_fg ;::uriw folos DTMF Inter-Digit D elay during Dialing [ms) a0 E
- Security DTHF Length during Dialing [mi] al -
----- s auditing , _ -
T DTHMF Length during Detection [mz] a0 -
ﬁ avayath Paylaad Type for RFC2833 RTP Event 10 :
o
- PB Inkegration Call Setup Delay for Media Be-direct [ms) [T :
@ Languages
----- e} Audio Encading

Avaya Aura Moaular Messaging: PBX Configuration: Voice Mail Domain” Transfer/Outcall Tab

!{;‘ ¥oice Mail System Configuration - TEKAMMAS
File Edit Tools Help

Elﬁ‘; Yoice Mail Domains
Elﬁh[‘;I AayaMM

Uze Hunt Group Owver Aszerted |0
=i PEXs ¢

m Sites avayalM PBX Configuration - ¥oice Mail Domain
----- i# Telephone User Interface
----- i3 Auto Attendant General  TransferdOutcall | Tone Detection I SIP I
----- ‘ﬁ Zall Me
""" “om NotFy Me Transfer Made -
----- Message Waiting Indicator
Fax Erable Musiz on bold =
EEI---.yr_:' Security Raoles
- Security Enable Enhanced Security for Outgaing Call: I
----- 22 auditing -
e Tranfer Delay [mz| |-| Qo0 3:

B

ﬁ% PE=x Integration
)
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Avaya Aura Moaular Messaging: PBX Configuration: Voice Mail Domain: Tone Detection Tab

!‘.-f ¥oice Mail System Configuration - TEKAMMAS
File Edit Tools Help

Eﬁ; Yoice Mail Dornains
EI'ﬂ"L‘gI A ayaMM
ﬁ Site:s avayalC™ PBX Configuration - ¥oice Mail Domain
----- {# Telephone User Interface
----- @2 Auto Attendant General | Transfer/Outcall  Tone Detection | == |

----- % Zall Me

----- €7, Motify Me

----- Message Waiking Indicator
ﬁ Fax

g Security Roles Recaord trim length [ms] i =
],-;53 Securiby

----- o2 Auditing

=5y PEXs

iy avayalM

Avaya Aura Moaular Messaging: PBX Configuration: Voice Mail Domain: SIP Tab

b aximum Silence before Hanging Up [me]

+1

!zf ¥oice Mail system Configuration - TEKAMMAS
File Edit Tools Help

ET_E}' Woice Mail Domains avayaCM PB¥X Configuration - Yoice Mail Domain
E{g Ay ayal
-4 sites General I Trarsfer/Outcall | Tone Detection  SIF I
----- {8 Telephone User Interfacs

% E:EDM.ﬁ.Ettendant |Zﬁateway$ {:] x -@

----- €2 Natify Me | Address/FODM | Pratocol | Mwi | SRTP |
----- Message Waiting Indicator 10.70.4.7 TCP Hane |

Fax

[EI---.;F':' Security Roles

],yr:':' Securiby

----- o Auditing

=15 PEXs

o M
i SIP Dornai: Ilah.tekvizian.cnm

U

2 PBY Inkegration
Languages
----- &}l Audio Encoding
gy Dialing Rules Azzerted D Display: IM.:.duIar Messgaing
% Messaging
&8 \eh Subscriber Options PE Addiess: |-I 0.70.4.4
----- )ﬁ Serviceahility
..... 13 Licensing — Phone Mumber Tranzlstion Rules
,@ Tracing Systern

—]--| EB i i . . 5 2 .
= Message Application Servers Click 'Configure’ to =&t incoming and outgoing phone erttoe |

=1

Aszerted |0 |2302

= B]’ TEKAMMAS number tranzlation rules.
- B Messaqging
@ Languages | @ Tranzlation rulez are effective only after MultiSite has been enabled.
-l Telephony Inkerface
- Port Groups

- PBY Type

- JB Serviceahiity ITI Cancel Help

@ Trace File Size

44 o CCS-UC-1: SIP Endpoint with Avaya Aura 6.3 Configuration Guide — DOC. 7881A



Add a User on the Avaya Modular Messaging System

Access the Aura Modular Messaging Administration GUI via a web browser using its IP
address. Log in using the appropriate credentials.

To add a user to this voice mail system, perform the following procedure:
1. Navigate to Messaging Administration > Subscriber Management.

2. Enter the extension of the Crestron Mercury device against Local Subscriber
Mailbox Number: 2627 was used in this example.

3. Click Add or Edit.
4. Fill out details as shown below and click Save.
Avaya Aura Moadular Messaging: Messaging Administration: Subscriber Management: Add User (1/4)

AVAyA Modular Messaging

Messaging Administration

Help Log Off This server: 10.70.4.21
Messaging Administration [

Subscriber Management

Activity Log Configuration Manage SUbscribe rs

Messaging Attributes

Classes-of-Service - o -
Sk « |Local Subscriber Mailbox Number|

Sending Restrictions

System Administration . .
Request Remote Update Machine Local Total Filtered

Networked Machines Name  Subscriber Subscribers Subscribers

Trusted Servers Mailboxes

Server Administration

TCP/IP Network Configura ¢ Local :

External Hosts . tekammss 3 7 Filter 7 Manage
MAS Host Setup Subscribers
MAS Host Send

Windows Domain Setup

Console Reboot Option

Date/Time/NTP Server * Remote
Syslog Server Subscribers
TCP/IP Service Settings
IMAP/SMTP Administration

internet 0 Filter 0 Manage
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Avaya Aura Moaular Messaging: Messaging Administration.: Subscriber Management: Add User (2/4)

Edit Local Subscriber

BASIC INFORMATION
* (Required Fields)
*Last Name | ||Mercury?2 First Name | s1P
*Password *Mailbox Number |||2621
*Numeric .
2621 PBX Extension |||2621
Address
Gass Of *Community ID
- 0 - test v *Community ID ||| 1 | v
Service
SUBSCRIBER DIRECTORY
. 2621 Telephone
Email Handle — ~€lephone
@tekammss.tekvizion.com Number

Common Name

Mercury DUT2

ASCIl Version of
Name

oUTZ, Mercury

Avaya Aura Moaular Messaging: Messaging Administration.: Subscriber Management: Add User (3/4)

| SUBSCRIBER SECURITY

Immediately Expire

Password?

Is Mailbox Locked? || no v

| MAILBOX FEATURES

Personal Operator
Mailbox

Personal Operator
Schedule

Always Active v

VoiceMail Enabled

yes wv

Intercom Paging

paging is off v

TUI MESSAGE ORDER

TUl New TUl Saved
Message || urgent first then newest v Message | urgent first then newest v

Order Order

TUl Deleted TUl Admin
Message || urgent first then newest v Message | urgent first then newest v

Order Order
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Avaya Aura Moaular Messaging: Messaging Administration.: Subscriber Management: Add User (4/4)

SECONDARY EXTENSIONS
- <—Add Secondary
No Secondary Extensions Extension
Caller
Delete S noneg) v
Application ( )
MISCELLANEOQUS
Miscellaneous1 Miscellaneous2
Miscellaneous3 Miscellaneousd
Sawve Delete Launch Subscriber Options
Back Help
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